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Conclusion (What was learned)



Introduction

What is an operating system?

An operating system (OS) is a system software that handles computer hardware, software
resources, and offers essential services for computer programes.



- | In this first module, we had to learn to install the Virtual
M Od U l € 1 | Ll NUX Machine and the Linux OS (Ubuntu).
Installation



Access the BIOS settings

1. Research how to access the BIOS settings on your computer. What key or key
combination or procedure do you use to access it?

Answer: On start up press the DEL or even the ESC keys to enter the setup menu. Then,
press a designated key (F1, F2, F10, or F12) access the BIOS settings.

2. Do you have Virtualization or Virtualization Technology enabled in the BIOS settings of
your computer?

Answer: Yes, | had followed the procedure as directed in the project guide to ensure that
the virtualization was enabled.



3] Ubuntu 64-bit - VMware Workstation 15 Player (Non-commercial use only) - 0 X

Player v | || ~ & [Dj 5 3

nSta | e Sep 10 16:19
Jbuntu =

A screen capture of the
Ubuntu Desktop.




e Understanding the Linux (Ubuntu) OS and how
it functions.
* Figuring out the software within the OS.




Module 2: Linux
-ilesystem
Hierarchy

In this module, the following five objectives had to be
completed:

1.

L hx WD

Connecting the Virtual Machine (VM) to the
Internet.

Navigating the Linux filesystem tree.
Create directories and files.
Copy and remove directories and files.

Locating the directories and files.



Connect the
Ubuntu VM
to the
Internet

A screen capture of the
Automatic Bridging
Settings window.

Hardware Options

Device

EMemary
il:EPrucessnrs
{=4Hard Disk (5CSI)
(%) CD/DVD (SATA)
(%) CD/OVD 2 (SATA)

[ElFloppy

UISE Controller
t]1 Sound Card

@ Printer

[ pisplay

Sumrnary

4.3 GB

2

24 GB

Auto detect
Auto detect
Auto detect
Bridged (Automatic)
Present
Auto detect
Present
Auto detect

automatically bridge:

Automatic Bridging Settings

Select the host network adapter(s) you want to

ExpressVPM TAP Adapter

Microsoft Wi-Fi Direct Virtual Adapter £2
Microsoft Wi-Fi Direct Virtual Adapter
Realtek RTL8321CE 802, 11ac PCle Adapter
[ Bluetooth Device {(Personal Area Network)
Realtek PCle GbE Family Controller

Cancel Help

Add... Remove

Device status
Connected
Connect at power on

Metwork connection
(®) Bridged: Connected directly to the physical network
[Jreplicate physical network connection state

Configure Adapters

{_JMAT: Used to share the host's IP address
{_)Host-only: A private network shared with the host
() Custom: Spedfic virtual network

YMnetd (Auto-bridging)
O LAM segment:

LAM Segments... | | Advanced...

Ok Cancel Help




Navigate the Linux filesystem tree

1. What is the pwd command an acronym for? What about the cd command?

Answer: The pwd command (print working directory) would write the full pathname of the current working directory
to the normal output. The cd (change directory) command is a command-line shell command used to modify the
existing working directory in different operating systems.

2. Explain the differences between a relative path and an absolute/full path in Linux.

Answer: The absolute (full) path begins from the root directory (/) and goes up to the actual object (file or directory).
It contains the names of all directories that come in the middle of the root directory and the actual file. The name of
the parent directory is written to the left. The relative path begins from the current directory and works up to the
actual object. The relative path is based on the current directory. When we change the directory, the relative path
changes as well. Just like the absolute direction, the name of the parent directory is written on the left side. In
comparison to the absolute path, all the slashes in the relative path represent the directory separator.



Create
Irectories
and files

A screen capture of the
output.

Ubuntu 64-bit - VMware Workstation 13 Player (Non-commercial use only)
]
Player = | || ~ @ 0, &

Activities (=) Terminal ~ Sep 20 22:38

linuxbp1@ubuntu: ~fJanFebSession/Course1

i ntu:~$ pwd
/home {linuxbp1
linu ntu:~5$ mkdir JanFebSession
$ cd JanFebSession
$ mkdir Coursel
$ mkdir Course?
$ mkdir Course3
$ cd Coursel
S touch filel file2z file3
S tree -d -L 2 ~

14 directories
linu ibuntu: $ 1s -1 ~/JanFebSession/Coursel
total @
-rw-rw-r-- 1 Linuxbpl linuxbpl 0 Sep 20 22:32 filel
-rw-rw-r-- 1 Linuxbpl linuxbpl 0 Sep 20 22:32 file2
1 linuxbpl linuxbpl © Sep 20 22:32 file3
untu: 5




Copy and
remove
directories
and files

A screen capture of the
output.

Ubuntu 64-bit - Vivtware Workstation 13 Player (Non-commercial use only)
Player = " A @ [I:Ij &

Activities (] Terminal ~

1 linuxbpl linuxbpl O Sep 28 22:32 file3
S cd ~
S pwd

:~% cp -r JanFebSession MarAprSession
S tree JanFebSession MarAprSession

‘% filel
file2

file3

A
6 directories, 6 files
lin $ rmdir MarAprSession/Course3
$ rm MarAprSession/Coursel/file3
$ tree JanFebSession MarAprSession

filel
file2

5 directories, 5 files
uz~$

Sep 20 22:49

linuxbp1@ubuntu: ~




Ubuntu 64-bit - VMware Workstation 13 Player (Mon-commercial use only) Ubuntu 64-bit - VMware Workstation 15 Player (Mon-commercial use only)
Player + " v @ [I:Ij & Player = " - % [I:Ij &
O C a ( Activities =] Terminal = Activities =] Terminal = Sep 20 23:05

0 * L :
Q) Q’ [+1 inuxbp1@ubuntu

[ ] [ ]
5 dLrectorLes, 5 files Building dependency tree
bpl@aubuntu:~5 Reading state information... Done
) $ find ~ -i The following NEW packages will be installed:

-iname course* -type d

fhc-me{hnuxbpl{:l3nFebSess1_on!Course3 . locate
. /home/11inuxbp1/JanFebSession/Course2 ® upgraded, 1 newly installed, ® to remove and 186 not upgraded.
{home/1inuxbp1/JanFebSession/Coursel Need to get 85.3 kB of archives.
a n I e S fhome f1inuxbp1/MarAprSession/Course2 After this operation, 265 kB of additional disk space will be used.
!home!anuxbplfMarApr,essionJCoursei Get:1 http:/fus.archive.ubuntu.comfubuntu focalfuniverse amd64 locate amd6d4 4.7.0-1ubuntul [85.3 kB]
-4 find ~ -iname filel Fetched 85.3 kB in 0s (192 kB/s)
bp1/JanFebSession/Courselffilel Selecting previously unselected package locate.
bp]_,"HarApr_Jess'l_on,"[ourfelfflle]_ (Reading database ... 1798087 files and directories currently installed.)
L 1tu:~$ sudo apt install locate Preparing to unpa {locate_4.7.0-1ubuntul_amd64.deb ...
[fudo] password for linuxbpi: Unpacking locate (4. 1ubuntul) ...
A SC reen Ca th re Of the _ Reading package lists... Done Setting up locate (4.7.08-1lubuntul) .
Building dependency tree N ng trluuer= for man-db (2.9.1-1) ...
Output Reading state information... Done in ) :~§ locate -5
. The following NEW packages will be installed: $ locate -i course
locate $ locate -r ffile1$
0 upgraded, 1 newly installed, 0 to remove and 186 not upgraded. Linuxbp1@ub :~$ sudo apt run update
Need to get 85.3 kB of archives. InvalLd operatlon run
After this operation, 265 kB of additional disk space will be used. i :~$ sudo apt update
Get:1 http://us.archive.ubuntu.comfubuntu focal/universe amd64 locate amdé4 4.7 Hit:1 http://us. .archive.ubuntu. comfubuntu focal InRelease
Fetched 85.3 kB in 0s (192 kBfs) A= Get:2 http://us.archive.ubuntu.comfubuntu focal-updates InRelease [111 kB]
Selecting previously unselected package locate. Get:3 http://security.ubuntu.com/ubuntu focal-security InRelease [187 kB]
(Reading database ... 179887 files and directories currently installed.) Get:4 http:/fus.archive.ubuntu.com/ubuntu focal-backports InRelease [98.3 kB]
Preparing to unpack .../locate 4.7.0-1ubuntul_amdé4.deb ... Fetched 317 kB in 2s (171 kB/s)
Unpacking locate (4.7.8-1ubuntul) ... Reading package lists... Done
Setting up locate (4.7.0-lubuntul) ... Building dependency tree
Procecclnq triggers for man-db (2.9.1-1) ... Reading state information... Done
b $ locate -S i : n be uparaded Pun 'ant list --upgradable' to see them.
$ locate -i course Li 15 sudo apt install locate
$ locate -r /filel$ Reading package listsveeaDann
bp 5 sudo apt run update Building dependency tree
Invalid operation run Reading state information... Done
L unt s~ sudo apt update locate is already the newest version (4.7.0-lubuntul).
Hit:1 http://us.al Gitveres conjuountu focal InRelease B upgraded, O newly installed, ® to remove and 186 not upgraded.
http:/fus.archive.ubuntu.comfubuntu focal-updates InRelease [111 kB] jbuntu: g 'I]:ocate -S
. [ /“ http://security.ubuntu.comfubuntu focal-security InRelease [187 kB] ocate -1 course
NOte' I had trIEd to the SUdO apt Get:4 http://us.archive.ubuntu.comfubuntu focal-backports InRelease [98.3 kB] . $ locate -r [file1$

Fetched 317 kB in 2s (171 kBfs) Linuxbpi@ubuntu:~$ ||

update” and then tried the “sudo
apt install locate”; nothing came

up.



* Investigating the “sudo apt update” and the
“sudo apt install locate” and nothing was ever
found.

* Figuring out what commands to enter in the
output.

* Defining certain commands and when they
should be used.




- The purpose of this module was to execute a shell script
M O d U l e 3 . Ll NUX by experimenting with the standard input, user-defined
variables, redirection, file permissions, and

S h e | | S C ri ptS environment variables.



Create a shell script

1. What are the file permissions of the script?

Answer: | was expecting the permission such as rwx-rwr-rrr. This is available from running Is -1
command.

2. What’s the name of the user-defined variable in the script?

Answer: The user variable that | have defined is "text" in the script.

3. Which redirection meta-character is used in the script? What does it do?

Answer: “>>” — This redirection meta-character is the standard output for the script.



Change
script file
permissions

A screen capture of the
output.

Ubuntu 64-bit - VMware Workstation 13 Player (Mon-commercial use only)
=
Player v | || ~ % 4, &

Activities (-] Terminal

X intu:~$ nano todolist
intu:~$
jbuntu:~$ chmod 755 todolist
intu:~$ 1s -1 todolist
1 linuxbp1l linuxbpl 262 Sep 27 12:36 tod
intu:~$
linuxbpi@ubuntu:~5 ./todolist
Enter today's to-do-list (Press ENTER to complete):
1. work. 2. family. 3. school.
You entered: 1. work. 2. family. 3. school.
linuxbpl@ubuntu:~$ I

Sep 27 12:40

linuxbp1@ubuntu: ~




Set the
PATH

variable

A screen capture of the
output.

Ubuntu 64-bit - Vwhware Workstation 13 Player (Mon-cemmercial use only) —

Player~ | ] - & O 1§ -
Activities -] Terminal » Sep 27 12:49

linuxbp1@ubuntu: ~

linuxbpl@ubuntu:~$ todolist
Command 'todolist' not found, but can be installed with:

sudo snap install todolist

:~5 echo SPATH

Jusr/local/bin: fusr/sbin: fusr/bin:/sbin:/bin:fusr/games: fusr/local/games:/snap/bin
S
S PATH=SPATH: /home/1inuxbp1
S echo SPATH

Enter today's to-do-list (Press ENTER to complete):
1. school. 2. work. 3. family.

You entered: 1. school. 2. work. 3. family.

linux buntu:~$ I




Make the
PATH
variable
permanent

Run the “todolist” script
in both windows.

3 Ubuntu 64-bit - VMware Workstation 15 Player (Non-commercial use only)

Player v | || ~ % D \

Activities (-] Terminal v Sep 27 13:59
[+l linuxbp1@ubuntu: ~

qubuntu:~$ todolist
Enter today's to-do-list (Press ENTER to complete):

linuxbp1@ubuntu: ~ Q

@ buntu:~$ todolist

Command 'todolist' not found, but can be installed with:

sudo snap install todolist

S
S 1ls -a .bash*
.bash_logout .bashrc
=9
$ cp .bashrc .bashrc.old
bpi1@ubu S
buntu:~$ nano .bashrc
:~$
S source .bashrc
)
:~$ todolist
Enter today 3 to do-list (Press ENTER to complete):




* Defining what a shell script and a PATH variable
are.

* Determining what commands to enter to
confirm the output.




Module 4: User
In this module, we were to create, modify, and delete

an d G Ffou p user and group account; using both the Command Line
Interface (CLI) and the graphical user interface (GUI).
Management



Add users and groups in CLI

1. What does the —m option in the useradd command do?

Answer: The -m choice is used to make a new user without having a home directory for that user.

2. What does the -3 option in the tail command do?

Answer: The -3 option confirms the new user account and confirms that both the new user and another user are
under the same group name.

3. Which line of the /etc/group file lists members of the “students” group? Copy it here.

Answer: The file is listed as shown here: students:x:1002:linuxbp1,mary



Ubuntu 84-bit - VMware Workstation 13 Player (Mon-commercial use only) — X

Test user -

Activities (=] Terminal = Oct3 19:15

and group

:~% nano .bashrc

S etti n S bun S source .bashrc
y@ubun S
g y :~% todolist

u:
Enter today's to-do-list (Press ENTER to complete):
1. school. 2. school. 3. school.

You entered: 1. school. 2. school. 3. school.

A screen capture of the aryaubuntuz-3 cat MyToboLists

Sat- 03 Oct 2020 07:14:09 PM PDT
OUtpUt , Today's to-do-list -- 1. school. 2. school. 3. school.

mary@ubuntu: ~

mary@ubuntu:~5 I




Ubuntu 84-bit - VMware Workstation 153 Player (Non-commercial use only)

Player v | || ~ % [l:lj &

L]
/ \d d u S e rS I n Activities -] Terminal v Oct3 19:38
john@ubuntu: ~
- N B S cd ~
) john@ub :~$ pwd

:~5 nano .bashrc
$ source .bashrc
]
john u:~$ todolist
Enter today's to-do-list (Press ENTER to complete):

A screen capture of the o Family. 2. fanily, 3. family.

You entered: 1. family. 2. family. 3. family.
OUtpUt jo ntu:~$ cat MyToDolLists
° Sat 03 Oct 2020 07:36:48 PM PDT

Today's to-do-list -- 1. family. 2. family. 3. family.




Remove
users and
groups

A screen capture of the
log on page with three
user accounts.

Also, the log on page
with only my user
account.

Ockt3 19:43

Blanche Perez




* Investigating how to add more users through
the terminal.

* Adding and removing users from a group.

e Using specific commands to run through other
users.




Module 5:
In this module, | had to learn the IP configurations of
N etwor k my Linux machine and explore different networking

] . utility programs.
Configuration



Discover host IP configurations

Ubuntu 64-bit - VMware Workstation 15 er (Non-commercial use only)

v s 8 B \
Oct11 18:14

1. What is the IP address of your Ubuntu machine?
linuxbp1@ubuntu: ~ Q Answer: 10.0.0.117

:~$ ip addr
<LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul

t qlen 1000
a Link/loopbacki{00: 66{je root@ubuntu: fvar/lib/NetworkManager | Q 2. What is the IP address of its default gatewaY?

inet 127.0.0.1/8 sc
valid_1ft foreveyjpuvboseubuntusag ip route
inet6 ::1/128 sCOp€default via 16.0.0.1 Yev ens33 proto dhcp metric 100 Answer: 100 01
valid_lft foreveyy, 533 proto kernel scope link src 10.0.0.117 metric 100
2:2en =33 JESEROADCAST, MUy E $ cd /var/lib/NetworkManager

up default qlen 1000  pash: cd /var/llb/NetworkManager Permission denied
link/ether 00:0c:2974, ; tu:~$ sudo -i

inet 10.0.0.117/24 . .
valid_Lft mmEi;"t’;ﬂ,bﬂiij”f;dc§°;vgﬁ7{§§‘,’;etworkmanager 3. What is the IP address of its DHCP server?
‘ne“lzgo%fisgeigggroot@ubuntu :/var/lib/NetworkManager# ls *.lease
vall internal-6ba29c38-7067-3d82-afdd-eda9a201a93e-ens33. lease . 1
inet6 2601:587:200: root@ubuntu: /var/ltb/NetworkManager# cat dhclient*.lease Answer /t IS the same as the defGUIt and Ubuntu
cat: 'dhclient*.lease': No such file or directory
valid_Llft 286952rqoot@ubuntu: /var/llb/NetworkManager# cat internal-6ba29c38-7067-3d82-afdd-eda9a2
inet6 2601:587:200:p1593¢-ens33.lease

dr noprefixroute his is nrivate d : H i
valid Ift 286ogrimmnesmtamailiale Cota. Do not parse 4. What is the IP address of its DNS server?

inet6 fes0::60b2: :5droot@ubuntu: /var/lib/NetworkManager# [I

e S Answer: [t is the same as above. (I was unable to go
any further. Even under root, | could not gain
access.)

A screen capture of the output.




Manage network interfaces

1. Which DHCP message is shown in the output of the sudo dhclient —v —r ens33 command?

Answer: The message displayed as follows:

Internet Systems Consortium DHCP Client 4.4.1
Copyright 2004-2018 Internet Systems Consortium.
All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/ens33/00:0c:29:0e:95:ff
Sending on LPF/ens33/00:0c:29:0e:95:ff
Sending on Socket/fallback

2. Which four DHCP messages are shown in the output of the sudo dhclient —v ens33 command?

Answer: The four DHCP messages displays as follows:

DHCPDISCOVER on ens33 to 255.255.255.255 port 67 interval 3 (xid=0xa6b3ee03)
DHCPOFFER of 10.0.0.117 from 10.0.0.1

DHCPREQUEST for 10.0.0.117 on ens33 to 255.255.255.255 port 67 (xid=0x3eeb3ab)
DHCPACK of 10.0.0.117 from 10.0.0.1 (xid=0xa6b3ee03)



Use
network
utilities

A screen capture of the
output.

Ubuntu 64-bit - VMware Workstation 15 Player (Non-commercial use only)

Player = " hd % [I:I] ﬁ

Activities (-] Terminal » Ock11 19:24

linuxbp1@ubuntu: ~

traceroute to www.devry.edu (23.59.246.34), 30 hops max, 60 byte packets
10.0.0.1 18.630 ms
96.120.36.109 18.354 ms
162.151.128.1 25.662 ms
162.151.123.194 25.543 ms
69.139.181.141 25.429 ms
68.86.165.161 26.697 ms
23.59.246.34 33.325 ms
ntu:~$
buntu:~$ nslookup www.devry.edu 8.8.8.8

Address:

Non-authoritative answer:

www.devry.edu canonical name = prod-www-devry-edu.azureedge.net.
prod-www-devry-edu.azureedge.net canonical name = prod-www-devry-edu.akstd.azureedge.net.
prod-www-devry-edu.akstd.azureedge.net canonical name = azureedge.mdc.akamaized.net.
azureedge.mdc.akamaized.net canonical name = a1879.dscwl4.akamai.net.

Name: a1879.dscwl4.akamai.net

Address: 23.59.246.24

Name: a1879.dscwi4.akamai.net

Address: 23.59.246.41

Name:  a1879.dscwl4.akamai.net

Address: 23.59.246.10

Name: a1879.dscwl4.akamai.net

Address: 23.59.246.51

Name: a1879.dscwi4.akamai.net

Address: 23.59.246.16

Name:  a1879.dscwl4.akamai.net

Address: 23.59.246.11

Name: a1879.dscwl4.akamai.net

adld____ . an rAa mars




* Determine where to locate the IP addresses and
what they are for.

* Learning about the DHCP messages and what
they mean.

* Investigating the use of the network utilities.




Module 6:

SySte M In this final module, exploring the Linux utilities that
monitor processes, user activities, and network usage
Pe rfO rmance were investigated.

Monitoring



Monitor Linux processes

1. What is the default action of the 15 SIGTERM kill signal?

Answer: The (obvious) default action for all signals is to allow the process to stop. The SIGTERM signal is a generic
signal used to end the program. In comparison to SIGKILL, this signal can be blocked, managed, and ignored. It's the

usual way to respectfully ask the program to terminate.

2. In the System Monitor window, click on % CPU to sort the processes by CPU load. Which process shows the highest
percentage of CPU usage?

Answer: The two processes are the gnome-shell and gnome-system-monitor are both showing high (or low)
percentages.



Monitor user activities

Issue the sudo accton on command to turn on GNC accounting. Enter lastcomm apt to check if the apt command was
executed before. Remember to turn off GNC accounting (sudo accton off) after answering the questions.

1. What flag value is displayed in the output?

Answer here: There was not a flag value displayed, other than ac —d, ac —dp, and sa —m.

2. Why is the name of the user who ran the processes shown as root, not your username?

Answer here: The root is a user or account that has access to all commands and files on a Linux or other Unix-like
operating system by default. It is sometimes referred to as root user, root account, and superuser.



% Ubuntu 64-bit - VMware Wo
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usage
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When the DNS
resolution is off and only
IP addresses are
displayed on the output.

1

station 15 Player (Non-commercial use only)
I~-= 0K

) Terminal ~

linuxbr -
[*1
1.91Mb
64 |

64 |[2601:587:200:b300:9:49724
64

Tras|64 [10.0.0.117
64

64 1224.0.0.251:mdns
[

64 1224.0.0.251:mdns
\

[[2601:587:200:b300:9:33992
|

1224.0.0.251:mdns
|

[10.0.0.255:netbios-ns
[

[[2601:587:200:b300:9:58178
|

[[2601:587:200:b300:9:38152
|

|
ITXx: cum:

ITOTAL:

> i

977KB
IRX: 25.5MB
26.5MB

Oct24 20:49 o

linuxbp1@ubuntu: ~ Qd = = m] X

3.81Mb 5.72Mb 7.63Mb 9.54Mb
[2607:f8b0:4008:80c::https 8.13Kb 2.46Kb 7.05Kb
2.25Kb 864b 5.34Kb
8.8.8.8 672b 739b 672b
672b 739b
10.0.0.248:mdns ob ob
ob 358b
10.0.0.87:mdns ob ob
ob 309b
[2607:f8b0:4008:80e::https 732b 146b
444b 89b
10.0.0.183:mdns ob ob
ob 230b 115b
10.0.0.248:netbios-ns ob ob ob
ob 187b 94b
[2607:f8b0:4021:24:::https ob 58b 3.97Kb
ob 58b 677Kb
[2607:f8b0:4008:800:::http 1} 58b 165b

ob 58b 214b

102Kb
5.39Mb
5.40Mb

9.99Kb 3.54Kb
3.83Kb 3.02Kb
13.8Kb 6.55Kb

peak: rates: 14.3Kb
692Kb

707Kb

o) 333/11:02

%
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Understanding what a flag value is and how it
confirms certain commands in the output.
Investigating how network bandwidth usage
works, using the command prompt.

Figuring out why the root user is used when
monitoring processes.




What Was Learned...

In a nutshell, Linux is an operating system (OS) which is mostly used for IT professions. It
requires plenty of time and management to maintain a working OS and its data bases.
Throughout the course, learning about an operating system, such as Linux (Ubuntu) was
a definite learning experience. Especially, when a single person is very new to trying a
software skill that is far beyond his or her knowledge.



Thank you.

Feedback is welcome!



